BlueCross BlueShield
e of North Carolina

Valued Client:

Blue Cross and Blue Shield of North Carolina (BCBSNC) recently learned of a nationwide scheme
involving letters from “RED Medical Billing.” These letters appear to be collection notices, claiming
customers owe a past-due amount to Blue Cross and Blue Shield (BCBS). Sample letters and envelopes
are attached.

No specific BCBS plan is mentioned, and these lefters are not coming from, or on behalf of, any
BCBS plan.

The letters have been mailed to individuals with names and addresses easily obtained from any phone
directory. And because the letters do not contain any private health information, we do not believe
this scheme is related to any data breach.

If one of your customers/subscribers receives this letter, please ask them to do the following:

1. Do not respond to the letter.

2. Notify the U.S. Postal Inspection Service. Go here to find the closest office, or to report a mail
crime. Please note: postal inspectors will likely want to see the letter and envelope in question.

3. If the member chooses not to contact the U.S. Postal Inspection Service, the letter can be

discarded.

We want to assure you we are taking this issue seriously, and have reported this as mail fraud to the U.S.
Postal Inspection Service. We will continue to update you as information becomes available.

Sincerely,

1§ NC



RED MEDICAL BILLING WA LLC | PO BOX 1544 | CENTRALIA WA 98531

Issue Date; 7/9/2016

This is an attempt to collect a debt and any infermation obtained will be used for that purpose.

Blue Cross Blue Shreld has requested our involvement in the past due invoice of account #JSR418037722
This debt may be szttled by detaching the remittance slip below and returning with payment in thé enclosed
Unless you notify this office in writing within 30 days of receiving this notice that you dispute the validity of this

At this time, Blue Cross Blue Shield has not elected to repart this matter to credit agencies, place a lien on or
Immediate payment in full will stop further action. If this matter is not resolved within five (5) days, all further

If you have already sent payment, please disregard. Otherwise, we ook forward to receiving your payment within

Detzch and return bottom parlion below this line with paymont:

VW-ile this invoice number on chack
e T T =

21223 | 18 35043 008
To Pay By Credit Card: Mzke Check Payable and Remit Payment to;
Name on Card:
, RED Medical Billing WA LLC
2ra Namber: _ PO Box 1544
Centralia, Washington
Expiration Date 3-Dgit CID: AMEX CwV 98531
Save & stamp! Us= the atiached pcstage-pad erveloge.

THIS HAS SENT SENT TO YOU BY A COLLECTION AGENCY IN CONFORMANCE WITH THE FEDERAL TRADE COMIMISSION'S FAIR TRADE DEBT
COLLECTION PRACTICES ACT AS AMENDZD BY PUBLIC LAWY 111-203, TITLE X 124 STATLTE 2032 {2010)
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